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of companies have experienced a
/ data breach in the pastear.
O SourcePonemoninstitute, 2014

ORACLE

Copyright © 205, Oracle and/or its affiliates. All rights reserved. |



Attackers Are Moving Faster

5 out of 6 large companies

: Of all targeted attacks struck
tzaor%eltado(l):)/y _attackers . 6 O)/ small ang medium sized
. 0 Increase over 0 e
2013. organizations.

— Nearly one million new
” threats (malware) released
“ each day in 2014. And more

sophisticated.

Source: Internet Security Threat Report 2015, Symantec

Zeraday vulnerabilities In
2014. An all time high.

ORACLE

Copyright © 205, Oracle and/or its affiliates. All rights reserved. |



Database Vulnerabilities

APoor Configurations ALack ofEncryption

| Set controls and changkefault setting 1 Data, Back, & Network Encryption
AOver Privileged Accounts AProper Credential or Key Managemer

I Privilege Policies I Usemysql config_editor Key Vaults
AWeak Access Control AUnsecuredBackups

I Dedicated Administrative Accounts I Encrypted Backups
AWeak Authentication ANo Monitoring

| Strong Password Enforcement I Security Monitoring, Users, Objects
AWeak Auditing APoorly Coded\pplications

I Compliance & Audit Policies | Database Firewall
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Database Attacks
ASQL Injection

I Prevention: DB-irewall,White List,Input Validation

ABuffer Overflow
I Prevention: Frequently apply Database Software updates, DB Firewall, White List, Input Validation

ABrute Force Attack
I Prevention: loclout accounts after aefined number of incorrect attempts.

ANetwork Eavesdropping
I Prevention: Require SSL/TLS for all Connections and Transport

AMalware
I Prevention: Tight Access Controls, Limited Network IP access, Change default settings
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Database Malicious Actions

Alnformation Disclosure: Obtain credit card and other personal information
I Defense: Encryptiog Data and Network, Tighter Access Controls

A Denialof Service: Run resource intensive queries
i Defense: Resource Usagimitsc Set various limitga I E / 2y ySOGA2yas
AElevation of Privilege: Retrieve and use administrator credentials

I Defense: Stronger authentication, Access Controls, Auditing

ASpoofing: Retrieve and use other credentials
I Defense: Stronger account and password policies

ATampering: Change data in the database, Delete transaction records

ADefense: Tighter Access Controls, Auditing, Monitoring, Backups
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Regulatory Compliance @?E‘#&'ﬁdscwnc

ARegulations

i S
I PCIg DSS: Payment Card Data HIPAA
I HIPAA: Privacy of Health Data o ooy et

I Sarbanes Oxley: Accuracy of Financial Data
I EU Data Protection Directive: Protection of Personal Data
| Data Protection Act (UK): Protection of Personal Data

Sarbanes-Oxley

Financial and Accounting Disclosure Information

A R e q u | reme ntS European Commission

Justice

I Continuous Monitoring (Users, Schema, Backafu3,

| Data Protection (Encryption, Privilege Management,)etc.
I Data Retention (Backups, User Activity, etc.)

I Data Auditing (User activity, etc.)
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PCIDSS

A Requiremen®: Secure Configurations, Security Settings & Patching White Paper

I Not Using Vendor Default Passwords and Security Settings A Guide to MySQL

A RequiremenB: Protecting Cardholder DatgStrong Cryptography and PCI Compliange
I Protect Stored Cardholder Data

A Requirement 6: Up to Date Patching and Secure Systems
I Develop and Maintain Secure Systems and Applications YE\

A Requiremenf: User Access and Authorization
I Restrict Access to Cardholder Data by Need to Know

A Requiremeni: Identity and Access Management
I ldentify and Authenticate Access to System Components

A RequirementL0: Monitoring, Trackingand Auditing
I Track and Monitor Access to Cardholder Data
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A Acces<Controls ol s il
I Acces®nly to those persons or software programs that have been granted access rights

HIPPA ‘%ﬁum;\

I UniqueUserldentification, Emergenciccesd’rocedure, Automatic Logoff, Encryptiand Decryption

A Authentication
I Verify that a person or entity seeking electronic health information is the one claimed

A Integrity
I Protectelectronic protected health information from improper alteration d@struction

A Transmission Security
I Guardagainst unauthorized access that is being transmitted aveetwork

A Encryption
I Encryptelectronic protected healtinformation

A Audit Control
I Record and examine activity that contain or use electronic protected health information
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Sarbanes-Oxley

Sarbanes Oxley e i

AAccurateand factual business and finandiaports
I Verify that the records protected from tampering amdodification

AProtect data accuracy anhtegrity
I Minimal permissions on data for ea@mployee
I Denyany privileges aboveinimal
I Audit all activity
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Data Protection Aot UK 1998

APersonal data shall be processed fairly &awdfully DateProssctionAot 1908

APersonal data shall be obtained only for one or more specified and lawfpbses
APersonal data shall be adequate, relevant andexaessive

APersonal data shall be accurate and, where necessary, keptdaid¢o

APersonal data processed for any purpssallinot be kept for longer than isecessary
A Personaldata shall be processed in accordance with the rights of siatgects

AMeasuresshall be taken againsinauthorizedor unlawful processing of personal data
and against accidental loss or destruction of, or damage to, personal data.

APersonal data shall not be transferred to a country or territory outsidethepean
Economic Area
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DBA Responsibilities

AEnsure only users who should get access, can get access
ALimit what users and applications can do

ALimit from where users and applications can access data
AWatchwhat is happening, and when it happened
AMake sure to back things up securely
AMinimize attack surface

ORACLE

Copyright © 205, Oracle and/or its affiliates. All rights reserved. |



MySQL Security Overview

MySQL Security
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MySQL Security Overview

Management
dministration

ase & Objectg

Proxy Users

MySQL Privilege
Linux / LDAP A
Windows AD Authentication Authorization \gEBEIE1e)
Custom ,

MySQL.

Security
SSL/TLS
Public Key FXﬁgﬁ}g;‘
Private Key Regulato
Digital Signatures

Login and Query Activitie:

Block Threats
Auditing
ry Compliance
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= = Global Privileg
he rights to perform all tasks [ aLTer
hts needed to maint: rver [ ALTER ROUTT
h dedto assess, moni nd kill any [ create
hts to create userslo and reset d [C] CREATEROUTIN
h nagelogins and g and revok [ CREATE TABLESPACE
t of rights needed to monitor se [C] CREATE TEMPORA]
- = - - - full rights Il databa: CREATE USER
m In I r IV PrIVII h reate and rse el any datab h O] creaTEVT EW
hts needed to nd licati [ pELETE
I rights needed to back databa [ orop
O] event
[ execute
[ Ful

ADatabase Privileges

Security Privilege Management in MySQL Workbench

ASession Limits and Object Privileges

AFine grained controleveruserprivileges
I Qreating, altering and deleting databases
I Qreating, altering and deleting tables
I ExecuteINSERT, SELECT, UPDATE, DELETE queries
I Qreate, execute, or delete stored procedurasd with what rights
I Create omeleteindexes
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MySQL Privilege Management Grant Tables

A User Accounts
A Global Privileges

A Database Level Privileges
A Database, Tables, Objects
A User and host

A Table level privileges
A Table and columns

A Specific columns

A Stored Procedures
A Functions

A Single function privilege

A Proxy Users
A Proxy Privileges
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MySQL Privilege Management

AContinuous assessment
I Configuration
I Users
I Permissions and Rights

AAudit & Review activity
I Who ¢ does activity match expectation
I Whatc is this it limited as expected
I Whenc acts often are at odd / off peak times
I Where¢ Connections should be from expected hosts

AMySQL has simple to use controls and privileges to set secure limits
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MySQL Authentication

ABuilt in Authentication
I user table stores users and encrypted passwords

AX.509

I Server authenticates client certificates

AMySQL Native, SHA 256 Passwaugjin

I Native uses SHAL pluginwith SHA256 hashingand per user salting farser account passwords

AMySQL Enterprise Authentication

I Microsoft Active Directory

I Linux PAMs (Pluggable Authentication Modules)
A Support LDAP and more

ACustom Authentication
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MySQL Password Policies

AAccounts without Passwords
I Assign passwords to all accounts to prevent unauthorized use

APassword Validation Plugin
| Enforce Strong Passwords

APassword Expiration/Rotation
I Requireusers to reset theipassword

AAccount lockout (in v. 5.7)
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MySQL Encryption

ASSL/TLS Encryption AMySQL Enterprise Encryption

| BetweenMySQL clientand Server I Asymmetric Encrypt/Decrypt

I Replication: Between Master & Slave I Generate Public Keand Private Keys
AData Encrypuon I Derive Session KeyS

i AES Encrypt/Decrypt I Dlgltal Signatures

AMySQL Enterprise Backup
I AES Encrypt/Decrypt
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SSL/TLS

AEncrypted connections
I BetweenMySQLClient anderver
I Replication: Between Master & Slave

AMySQL enables encryption on a fmennectionbasis
I Identity verification using the X50&andard

Aecifythe appropriateSSL certificatand keyfiles
AWill work with trusted CAs (Certificate Authorities)
ASupports CRIcsCertificate Revocation Lists
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Database Firewall

ASQL Injection Attacks

I #1 Web Application Vulnerability
I 77% of Web Sites had vulnerabilities

AMySQL Enterprise Firewall
I Monitor database statements in retime
i Automatic White Lisét Nzt S & ¢ fa Sny Sphlicaiion 2 v
I Block SQL Injection Attacks
I IntrusionDetectionSystem
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Database Auditing

AAuditing for Security & Compliance
[FIPS,HPAA/PEf { = {h-Z% 5L{! {¢LDX X

AMySQL builin logging infrastructure:

| general log, errolog

AMySQL Enterpris@udit
I Granularity made foauditing
I Can be modifiedive
I Contains additionalletails
I Compatible with Oracle Audit Vault.
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MySQL Database Hardening

A Mysqgl_secure_installation
A Keep MySQL up to date
A MySQL Installer for Windows

A Yum/Apt Repository

A Firewall
A Auditing and Logging

A Limit Network Access

A Monitor changes

A Remove Extra Accounts
A Grant Minimal Privileges

A Audit users angbrivileges

A StrongPassword Policy
A Hashing, Expiration
A Password Validation Plugin

A SSL/TLS for Secure
Connections

A Data Encryption (AES, RSA)

A Monitor Backups

A Encrypt Backups
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MySQL 5.7 Linux Packagé&ecurity Improvements

A Test/Demo database has been removed A Client attempts secure TLS connection by default
I Now in separate packages A Compile time restriction over location used for

A Anonymous account creation is removed. data import/export operations

A Creation of single root accougtiocal host only A Ensures location hasstricted access

A Default installation ensures encrypted A Onlymysgluser and group

communication by default

I Automatic generation of SSL/RSArtgKeys
A For EE : At server startup if optio@srtgKeys were not set

A Supports disabling data import/export

A Setsecurefile-priv to empty string
A For CE : Through nawysql_ssl_rsa_setutility

A Automatic detection of SSTertgKeys

MySQL Installer for Windows includes various Security Setup and Hardening Steps
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MySQL Database Hardening: Installation

AMySQL_Secure_InstallatioMySQL Installer for Windows
| Setastrongpasswordor root account
I Remove rootaccounts that are accessible from outside the |dazdt
I Remove anonymougseraccounts

I Removahe testdatabase

AWhichby default can be accessed byuskrs
Alncluding Anonymous Users

AKeep MySQL up to date
I Reposy YUM/APT/SUSE
I MySQL Installer for Windows
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Software Updates Database and OS Maintenance

AMaintaining security requires keeping Operating System and MySQL
security patches up to date.
I May require a restartniysglor operating system) to take effect.

ATo enable seamless upgrades consider MySQL Replication

I Allows for changes to be performed in a rolling fashion
ABest practice to upgrade slaves first

I MySQL 5.6 and above supports GihH3ed replication
AProvides for simple rolling upgrades

AFollow OS vendor specific hardening Guidelines

I For example
A http://www.oracle.com/technetwork/articles/serverstorageadmin/tips-hardenoraclelinux-1695888.html
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MySQL Database Hardening: Configuration

AAudit Activity ADisable unauthorized reading from
I Use Enterprise Audit local files

I Alt. Transiently enable Query Logging | pisable LOAD DATA LOCAL INFILE

I Monitor and Inspect regularly ARun MySQL on non default port
ADisable or Limit Remote AcCess i wore difficult to find database

LT f29gISti g@ANI AT E 32 N =
address=127.0.0.1 AEif I\9|y7‘365 OS User

i If Remote access then limit hosts/IP AEnsure securauth is enabled

AConsider changing default port
AChange root username
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MySQL Database Hardening: Best Practices

Parameter
Secure_file_priv

Recommended Value

A Designated.eaf directory for
data loads

Why

Only allows file tde loaded from a specific
location. Limits use of MySQL to get data from
across the OS

Symbolic_links Booleang NO Prevents redirectiomto less securélesystem
directories

Defaultstorage_engine InnoDB Ensure transactions commits, ?7??

Generallog Boolean¢ OFF Should only be used for debuggiQoff
otherwise

Lograw Default- OFF Should only be used for debuggiQoff
otherwise

Skipnetworking ON If alllocal, then block network connections or

or bind-address 127.0.0.1 limit to the local host.

SSloptions Set valid values Shouldencrypt network communication
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MySQL Database Hardening: Password Policies

AEnforce Strong Password Policies
APassword Hashing
APasswordExpiration

APassword ValidatioRlugin

AAuthentication Plugin
I Inherits the password policies from the component
I LDAP, Windows Active Directory, etc.

ADisable accounts when not in use
I Account lockout (5.7+)
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MySQL Database Hardening: Encryption

AEncrytedCommunication and More

ASSL/TLS encrypted for transport

A- dpnd I RRA& | RgsdmethiggyduhaveirCldddianad\NE
username/password or other authentication
I Assures the client is validatedhus more likely trusted

AUse database and application level encryption of highly sensitive data
AUser database or application functions to mask ofidintify data

it SNA2YIf L5&a% / NBRAG /I NRaz X
AConsider Public Keys for Applications that encrypt only
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MySQL Database Hardening: Backups

ABackups are Business Critical
I Used to restore after attack

I Migrate, move or clone server
I Part of Audit Trall

ARegularly Scheduled Backups
AMonitor Backups
AEncrypt Backups
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Applications and Credential&est Practices

AApplicationsc minimize sharing a credentials (username/password)
| Finer grainedthe bettet R2 Y Qi 2OSNI 2R | ONR&aa Yl ye
AShould enable support for credential rotation

I Do not require all passwords to be changed in synchronization.
I Faclilitates better troubleshooting and rcofiuse analysis.

ASteps to changing credentials should be secure and straightforward

I Not embedded in your code
ACan be changed without redeploying an application
AShould never be stored in version control and must differ between environments.
AApplications should get credentials using a secure configuration methodology.
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MySQL Enterprise Edition

A MySQLEnterpriseAuthentication

I External Authentication Modules
A Microsoft AD, Linux PAMs

A MySQL EnterprisEncryption
I Public/Private Key Cryptography
I Asymmetric Encryption
I Digital Signatures, Data Validation

A MySQL EnterprisEirewall
I Block SQL Injection Attacks
I Intrusion Detection
A MySQL Enterprisaudit
I User Activity Auditing, Regulatory Compliance

ORACLE

A MySQL Enterprisklonitor

I Changes in Database Configurations, Users
Permissions, Database Schema, Passwords

A MySQL EnterprisBackup
I Securing Backups, AES 256 encryption
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MySQL Enterprisklonitor

A Enforce MySQL Security Best Practices
I IdentifiesVulnerabilties
I Assesses current setup against security hardening polig

A Monitoring & Alerting
I User Monitoring
I Password Monitoring
I Schema Change Monitoring

I Backup Monitoring
I ConfiguratiolManagement
I Configuration Tuning Advice

A Centralized User Management

ORACLE
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Configured: 30 of 30

Account Has An Overly Broad Host Specifier

~ Account Has Global Privileges

~ Account Has Old Insecure Password Hash

~ Account Has Strong MySQL Privileges

~ Account Requires Unavailable Authentication Plugins

~ Insecure Password Authentication Option Is Enabled

~ Insecure Password Generation Option Is Enabled

~ LOCAL Option Of LOAD DATA Statement Is Enabled

~ Non-Authorized User Has DB, Table, Or Index Privileges On All Databases
~ Non-Authorized User Has GRANT Privileges On All Databases

~ Non-Authorized User Has Server Admin Privileges

~ Policy-Based Password Validation Does Not Perform Dictionary Checks
~ Policy-Based Password Validation Is Weak

~ Policy-Based Password Validation Not Enabled

~ Privilege Alterations Detected: Privileges Granted

~ Privilege Alterations Detected: Privileges Revoked

~ Privilege Alterations Have Been Detected

~ Root Account Can Login Remotely

~ Root Account Without Password

~ SHA-256 Password Authentication Not Enabled

~ Server Contains Default "test” Database

Info

Coverage Schedule Event Handling Parameters
100% (103/103) (& 5m Qo 2 @9 )
100% (1031103) (& 5m Qo w2 o (]
100% (103/103) (& 6h Qo &2 Ro 'y
100% (103/103) @ 5m Qo w2 o [ el
100% (103/103) (& 6h Q1 L3 @0 o
100% (103/103) (& 6h Qo =2 Ro £ "ON"
100% (103/103) (= 6h Qo L2 o a
100% (103/103) (& 5m Qo 2 B0 4 "ON"
Problem Description

When users create weak passwords (e.g. ‘password' or ‘abed’) it compromises the security of the server,
rmaking it easier for unauthorized people to guess the password and gain access to the server. Starting
with MySQL Server 5.6, MySQL offers the ‘validate_password' plugin that can be used to test passwords
and improve security. With this plugin you can implement and enforce a policy for password strength
(e.g. passwords must be at least 8 characters long, have both lowercase and uppercase letters, and
contain at least one special nonalphanumeric character).

Links and Further Reading

MySQL Manual: The Password Validation Plugin
MySQL Manual: Keeping Passwords Secure
Blog: New 5.6 password verification plugin (and impacts to PASSWORD() function)
Biog: Implementing a password policy in MySQL
Expression
%status% == "ACTIVE" && %validate_password_policy% == THRESHOLD
100% (103/103) (& 5m Qo 2 Ao @o
100% (1031103) (& 5m Q1 3 |0 0o
100% (103/103) (& 6h Qo L2 B 4. "ACTIVE"
100% (103/103) (& 5m Qo w3 o & "test”
annns rammisnns P, -~ - -

"l definitely recommend the MySQL Enterprise
Monitor to DBAsvho don't have a ton of MySQL
experience. It makes monitoring MySQL security,
performance and availability very easy to
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Oracle Enterprise Manager fitySQL

AAvailability monitoring
APerformance monitoring
AConfiguration monitoring

AAIl available metrics collected

I Allowing for custom threshold
based incident reports

AMySQlauto-detection
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